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I. INTRODUCTION
{1}Rivaled only by lawyers, those who earn their livelihood by practicing medicine are viewed by many as
America's Public Enemy No. 1. This perception is due to the rising cost of medicine, the over-scheduling of
patients, and the poor bedside manner that many people associate with a trip to the doctor's office. However,
the advent of the Internet and its proliferation into schools, offices, and homes has placed medical opinions
only a mouse click away. Websites, such as cyberdocs.com, allow patients to type in a description of their
ailments and receive diagnoses and treatment advice from an on-line medical professional known as a
"cyberdoctor." [1] This practice of "cybermedicine" [2] is viewed by many as a liberating alternative to
making a trip to see their family practitioner. Critics, on the other hand, foresee a plethora of legal and ethical
dilemmas on the electronic horizon.
{2} This article examines the practice of cybermedicine and how modern theories of medical malpractice can
be applied to cases where no relationship between the patient and the physician exists in the physical world.
Part II provides a background on electronic medicine, including the evolution of cybermedicine, the pitfalls
associated with medical websites, and a description of telemedicine. Part III provides an overview of general
medical malpractice principles and presents the three main categories of liability for electronic medicine.
Finally, Part IV gives an in-depth analysis of how traditional theories of medical malpractice can be applied
to cybermedicine and discusses proposed solutions which aim to protect both cybermedicine consumers and
cyberdoctors.
II. BACKGROUND: ELECTRONIC MEDICINE AND CYBERDOCTORS
 
A. The Introduction of Cybermedicine
{3} The Internet is home to over 10,000 websites devoted to health and medicine. [3] One wishing to obtain
medical information can access sites vast in topic areas. The American Medical Association ["AMA"]
maintains an award-winning website that allows users to access a database of 650,000 physicians. [4] More
revolutionary sites allow users to "visit" a doctor or a pharmacy right from their computer. [5] This practice is
known as "cybermedicine." Cybermedicine is defined as "the Internet driven practice of medicine where
patients communicate with physicians through electronic mail." [6] These physicians, called "cyberdoctors,"
diagnose the patient's symptoms and offer treatment advice. [7] Some cyberdoctors go so far as to prescribe
medication over the Internet. [8]
{4} Cybermedicine hit the Internet in full force on Friday, October 4, 1996, when Cyberdocs, Inc. was
launched into cyberspace. [9] The site was created by two physicians in Massachusetts, Kerry Archer, M.D.
and Steven Kohler, M.D. [10] Before the creation of this site, users were limited to Internet medical
consultations with nurses or browsing the Internet for health-related articles. [11] With the creation of
cyberdocs.com, however, web users can become virtual patients and obtain medical evaluations from
licensed doctors.[12]
{5} In a typical visit to cyberdocs.com, a first-time user must provide his medical history by filling out a
patient chart, similar to that used in traditional doctors' offices. [13] Next, the patient enters his credit card
number; a routine visit with a cyberdoctor will cost about fifty dollars.[14] A patient then may choose to send
an e-mail to the site describing his symptoms and requesting a diagnosis or the patient may wait for a
cyberdoctor to log onto the site to interact one-on-one with the patient. [15] Following the e-mail
correspondence or online discussion, discharge instructions are issued which can either be saved or printed
out. [16] Should the patient need a prescription, the cyberdoctor will call the local pharmacy and have the
prescription prepared for the patient to pick up at his convenience. [17]
B. The Pitfalls of Medical Webcites
{6} Cyberdocs.com opened Pandora's Box for imitation sites purporting to offer similar services. The
problem with many of these sites lies in the difficulty for lay consumers to differentiate between sites
operated by legitimate health care professionals and sites maintained by individuals with no verifiable
credentials. [18] Some sites are prefaced by complex disclaimers which attempt to exclude their creators from
tort liability. [19] Others are maintained by individuals describing themselves as doctors or self-proclaimed
healers, who in actuality have no formal medical training. [20] Moreover, several sites operated by M.D.'s are
little more than advertising schemes that link users to for-profit sites which advertise prescription drugs or
sell herbal remedies. [21] These sites not only create the potential for turning users away from
cybermedicine, they also threaten to bring harsh legal scrutiny to legitimate sites.
1. Dubious Quality of On-line Advice
{7} In 1998, one study attempted to shed light on this new type of doctor-patient interaction and assess the
quality of on-line medical services. [22] The study sent an identical e-mail to seventeen on-line doctors
identified through the search engine Yahoo!. [23] The e-mail claimed to be authored by a 55-year-old male
suffering from a skin irritation and offered a detailed description of the symptoms. [24] The correct diagnosis
was a herpes zoster infection in an immunocompromised person, requiring immediate treatment with
Acyclovir. [25]
{8} Seven doctors agreed to diagnose the patient and the average time of their responses was eight hours.
[26] Five of the cyberdoctors accurately diagnosed the infection as herpes zoster. [27] Two responses,
however, gave dubious advice that could have compromised the patient's health had he not obtained another
medical opinion. [28] One of the cyberdoctors proclaimed to be a "well-known naturopathic doctor and
family practitioner." [29] He wrote in his e-mail that the skin irritation was "probably nothing to worry about"
and recommended over-the-counter medicine and Vitamin C. [30] The other questionable response came
from a self-described nutritionist. [31] His recommendation included eating two apples and having a warm
glass of water. [32] He further instructed the patient to take Red Clover and Dandelion, and offered to send
instructions on how to order these herbal remedies. [33] This study highlights the potential for misdiagnosis
and Internet fraud in the arena of cybermedicine.
2. Accessability to Prescription Drugs
{9} Another area of cybermedicine that has attracted the attention of critics is the availability of
pharmaceuticals over the Internet. [34] Drug abuse is a chronic problem in the United States and it is
estimated that one-third of all drug abuse is attributable to prescription drugs. [35] With approximately 400
websites selling prescription drugs, [36] experts predict that online sales of pharmaceuticals will exceed six
billion dollars in the next five years. [37] Statistics such as these raise questions about the safety and liability
of on-line medicine.
{10} Obtaining prescription drugs via a PC is a relatively simple endeavor. Some sites require web users to
undergo a consultation with an on-line physician, others do not. [38] Following such a consultation or
preliminary questionnaire, the "patient" is required to disclose his credit card information, then the pills are
delivered through standard mail. [39] Many sites go so far as to offer free delivery for web orders. [40]
Narcotics or other "abusable" drugs are generally unavailable, however the potential for misuse is always
present. [41]
{11} Many websites offer prescriptions for antidepressants, such as Prozac, and drugs not approved by the
FDA. [42] There is increased cause for alarm realizing the fact that many of these online companies are
located overseas, leading to a drastic increase in the illegal importation of pharmaceuticals of unknown origin
and quality. [43] Dr. Nancy Dickey, former president of the AMA, has expressed concern over the point-and-
click convenience of obtaining prescription drugs over the Internet. [44] According to Dr. Dickey,
cybermedicine is "not good medicine" and the practice of doctors prescribing drugs by this method is
"something to be terribly concerned about." [45]
{12} Internet pharmacies take different approaches when filling online prescriptions. [46] Some Internet
pharmacies require a prescription from the user's personal physician, while others will agree to an online
consultation with a cyberdoctor who then prescribes the medication. [47] Still others fill the prescription
without either a previous prescription or an online consultation. [48] The first scenario offers most, if not all,
of the safeguards of a traditional physician-patient-pharmacist interaction. [49] The risks significantly
increase in the second and third scenarios. [50]
{13} Pharmacy sites which provide users a cyberdoctor or require neither a prescription nor a consultation
usually follow a similar approach. When the Internet patient accesses the site and expresses an interest in the
advertised drug, he is asked to agree to a waiver of liability. [51] This is followed by a short questionnaire,
often consisting of YES/NO check boxes alongside questions regarding medical history. [52] Some sites
actually pre-select the answers which enable the consumer to obtain the prescription. [53] The patient is then
asked to enter a credit card number and a few days later the drug is delivered to his door. [54]
{14} Countless patients are consulting doctors whom they have never met and are taking drugs based on the
cyberdoctor's recommendations. [55] The two most common prescriptions issued over the Internet are for
Viagra and Propecia, drugs which treat impotence and male pattern baldness, respectively. [56] One doctor
which prescribes Viagra over the Internet described the drug as being "tailor-made for Internet sales," due to
users' desire for confidentiality and the minimal likelihood of misuse. [57] However, one doctor is quick to
point out that "most men taking Viagra are over [fifty]" and "for men of that age, erectile dysfunction is often
associated with quite serious accompanying conditions, like diabetes, blood pressure, and high cholesterol."
[58] Thus, the benefit of detecting and treating the accompanying conditions of erectile dysfunction is lost
when men seek treatment for this problem online. [59]
{15} According to the AMA, online interactions that result in a prescription being issued often fail to meet
appropriate standards of care. [60] The AMA maintains that quality is sacrificed because:
[1] there are no examinations of the patient to determine if there is a medical problem and to determine a
specific diagnosis; [2] there is no dialogue with the patient to discuss treatment alternatives and to determine
the best course of treatment; [3] there is no attempt to establish a reliable medical history; [4] there is no
provision of information about the benefits and risks of the prescribed medication; and [5] there is no follow-
up to assess the therapeutic outcome. [61]
C. Cybermedicine's First Cousin: Telemedicine
{16} Cybermedicine, though a radical innovation, did not hit the market without a predecessor. A practice
known as "telemedicine" paved the way for medicine practiced over the Internet. The AMA defines
telemedicine as "medical practice across distance via telecommunications and interactive video technology."
[62] Telemedicine ranges in complexity from a simple telephone call or fax transmission to two-way audio
and video links, which permit a physician to treat or consult a patient in a remote part of the world. [63]
1. Telemedicine as a Market Force
{17} Although the technology has long been in place for telemedicine, the medical community hesitated to
embrace this type of long-distance medicine. Indeed, most Americans have never heard the term
"telemedicine," and studies show that telemedicine is currently utilized by only twenty-five percent of the
entire medical community. [64] However, the use of telemedicine is predicted to rise due to factors such as
increasing consumerism, changing demographics, hardware price deflation, and increasing access to the
Internet. [65] It is estimated that the global telemedicine industry will grow forty percent annually over the
next ten years. [66] Furthermore, it is expected that, in the U.S. alone, "telemedicine will represent at least 15
percent of all health care expenditures by the year 2010." [67]
{18} Predictions such as these reaffirm the prevailing opinion that telemedicine will have a profound impact
on the economic market of the United States. Waterford Advisors, Inc., a New York City firm providing
corporate finance and strategic advisory services to health care information technology firms, foresaw this
emerging economic force and founded Waterford Telemedicine Partners, Inc. in July of 1999. [68] Waterford
Telemedicine Partners, Inc. provides business information to those who manage or finance telemedicine
ventures. [69] This information comes in many forms, ranging from comprehensive analyses about the
industry and related organizations to regular news columns. [70] Such information is provided on WTC's
website, TeleMedicineIndex.com. [71] Also accessible from this site is The Waterford Telemedicine Index
["WTI"], which tracks the common stocks and operating performances of 100 publicly traded telemedicine
firms. [72] Additionally, this site provides Waterford's "Telemedicine Industry Report 2000," released in
March of last year, which rates the relative importance of each firm to telemedicine. [73] Services provided
by this group, as well as related services provided on other websites, signify the increased role telemedicine
is expected to have in the United States. [74]
2. Telemedicine's Recent Advances
a. Antarctic Rescue
{19} Last year telemedicine received more publicity than ever before when Dr. Jerri Nielsen, an American
doctor stationed at the Amundsen-Scott South Pole Research Center, discovered a lump in her breast. [75]
Stranded in Antarctica during the continent's bleak winter months, when no planes could land and no ships
could sail, Dr. Nielsen learned how to perform a needle biopsy on her tumor by video conferencing with
experts in the United States. [76] The U.S. medical team showed her how to guide the needle by
demonstrating on a lemon. [77]
{20} According to NBC's Dateline report, Dr. Nielsen utilized modern technology for nearly five months to
consult with Dr. Kathy Miller, an Indiana University Hospital cancer specialist. [78] The doctors conferred by
e-mail and video-conference about whether Nielsen could perform surgery on herself. [79] Supplies that were
air dropped by the Air Force allowed Nielsen to perform her own biopsy. [80] She was then able to e-mail
photographs of the slide samples back to doctors in the United States. [81] NBC followed Nielsen's radical
measures as she began intravenous chemotherapy on July 23, 1999, with the aid of a videoconference
between the South Pole and doctors in the United States. [82] Nielsen was eventually rescued when the
antarctic winter relented, and her story became a poignant example of telemedicine success. [83]
b. Telemedicine Training Programs
{21} 1999 proved to be a landmark year for telemedicine yet again when the University of California-Davis
opened the first telemedicine training center on the West Coast. [84] The Telemedicine Learning Center will
train hundreds of health care providers and support staff in the clinical, technical, and operational aspects of
telemedicine, from how to conduct a telemedical examination to how to repair equipment. [85] Funding for
the Learning Center is part of a five million dollar grant made by The California Endowment to the California
Healthcare Association's California Telehealth and Telemedicine Center to support telemedicine throughout
California. [86] It is predicted that the total grant will enable California to increase its number of telemedicine
sites to over 100 statewide. [87] Similar telemedicine training programs are available through other state
universities, such as the Telemedicine Center at East Carolina University, the University of Texas Medical
Branch's Teletraining Institute, and the University of Vermont's health care program which gives practical
instruction from national telemedicine experts in a conference-style setting. [88] These programs signal a
gradual shift in the medical industry's willingness to expand its educational programs to encompass
telemedicine.
c. Increased Federal Attention
{22} Although it has been slow on the uptake, Congress is now beginning to recognize some of the benefits
telemedicine has to offer. Several federal agencies now offer grants to further telemedicine ventures. For
example, the Health Resource Service Administration's Office for the Advancement of Telemedicine has
funded clinical programs in underserved rural areas; the Rural Utilities Services Telemedicine Program
provides funds to facilitate telemedicine infrastructure in rural areas; the National Telecommunications &
Information Administration's Office of Telecommunications and Information Applications has grant funds
available for state and local governments, as well as for healthcare entities, libraries, public service agencies,
and other groups to better provide public telemedicine services; and the National Library of Medicine has
developed a telemedicine program which evaluates the impact of telemedicine on cost, quality, and access to
healthcare. [89] The federal government has further supported telemedicine efforts by forming the Joint
Working Group on Telemedicine ["JWGT"], a federal interagency group that coordinates members'
telemedicine activities. [90] The aim of the JWGT is to prevent overlap in federal funding from the member
agencies that provide telemedicine grants. [91] Federal agencies included in the JWGT are the Appalachian
Regional Commission, the Department of Agriculture, the Department of Commerce, the Department of
Defense, the Department of Education, the Federal Communications Commission, the Department of Health
and Human Services, the Department of Justice, the Department of State, the National Aeronautics and Space
Administration, and the Department of Veterans Affairs. [92]
{23} In addition to the aforementioned measures, there is pending legislation which, if passed, will continue
to expand the federal government's support of telemedicine. The Triple-A Health Improvement Act, H.R.
1344, is sponsored by Representative Nussle [R-IA] and "promotes access to healthcare services in rural
areas." [93] This legislation amends the Balanced Budget Act of 1997 to extend Medicare's coverage to
encompass telemedicine. [94] The Comprehensive Telehealth Act, S. 770, is sponsored by Sen. Conrad [D-
ND] and also amends the Balanced Budget Act of 1997 to provide "reimbursement for telehealth services
under Medicare." [95] This legislation includes funding for technological updates, expands the list of
reimbursable providers, extends coverage to rural areas, and eliminates the requirement that the presenter be
a physician. [96] The Promoting Health in Rural Areas Initiative, S. 980, sponsored by Senator Baucus [D-
MT], encompasses many of the same measures as S. 770 and also "directs the Secretary of Health and
Human Services to conduct a specified study on telehealth licensure and [to] report to Congress." [97]
{24} Despite its lack of further exposure among Joe Q. Public, telemedicine is an important foundation for
the growth of cybermedicine. To date, there has not been a single lawsuit involving the practice of
cybermedicine. Therefore, case law concerning telemedicine provides the backbone for an hypothesis on how
courts will handle cybermedicine malpractice claims.
III. TRADITIONAL MEDICAL MALPRACTICE THEORIES AND LIABILITY FOR ELECTRONIC MEDICINE
A. Medical Malpractice Generally
{25} Recovery for a medical malpractice claim is predicated on two factors: a doctor-patient relationship
must exist, and the doctor must have acted in a way that breached his professional duty of care. [98] The
formation of the doctor-patient relationship is viewed by the courts as the creation of a contract, either
express or implied. [99] Thus, rules of contract law apply when courts decide whether a doctor-patient
relationship was present. [100] The contract which emerges from this doctor-patent relationship is seen by
courts as a contract in which the doctor agrees to treat the patient with the requisite level of skill and care, and
the patient, in turn, agrees to pay for these services. [101] Therefore, tort liability for negligence may apply
when a patient brings a medical malpractice claim arguing that the duty of care was breached. [102] The crux
of a medical malpractice claim is that the doctor breached the contractual doctor-patient relationship by not
meeting the duty of care owed to the patient. [103]
{26} Specific rules governing medical malpractice claims are established by the individual states. However,
most states subscribe to the overarching principles of the doctor-patient relationship and the duty of care.
[104] The Supreme Court of Colorado summarized these principles in Greenberg v. Perkins. [105] The court
stated:
If a physician undertakes to treat or otherwise provide medical care to another, he
thereby either expressly or impliedly contracts to exercise reasonable and ordinary
care and diligence to fulfill that purpose. In such a circumstance, a physician-patient
relationship exists, and the physician's contractual obligations create the matrix from
which an independent tort obligation arises. [106]
1. The Doctor-Patient Relationship
{27} Several courts have had the responsibility of defining what constitutes the doctor-patient relationship. In
1996, the Appellate Court of Illinois for the Fourth District defined the doctor-patient relationship as "a
consensual relationship in which the patient knowingly seeks the physician's assistance and the physician
knowingly accepts the person as a patient." [107] In 1976, the Supreme Court of Alabama ruled that the
doctor-patient relationship is created when professional services are accepted for the purposes of medical
treatment. [108] Similar definitions of the doctor-patient relationship can be found through an examination of
state case law. [109]
{28} The determination of whether the parties stand in a contractual relationship with one another is a
question of law. [110] In 1968, the Court of Appeals of Tennessee stated that the voluntary acceptance of the
doctor-patient relationship by both parties provides prima facie evidence of a contractual relationship. [111]
In 1944, the Court of Appeals of New Jersey held that no contractual doctor-patient relationship exists when
a doctor merely looks on while a third party diagnoses and treats the patient. [112] Furthermore, in 1992, the
Supreme Court of South Carolina affirmed a North Carolina decision holding that the existence of a doctor-
patient relationship is a prerequisite to any medical malpractice claim. [113] Again, similar sentiments have
been expressed by courts in all of the fifty states. [114]
2. The Duty of Care
{29} Once the doctor-patient relationship has been established, courts are called upon to determine what duty
of care a doctor owes to his patient. It has been well established that the existence of a duty to the patient is
the essence of a medical malpractice claim. [115] The general rule is that the standard of care against which
the doctor's conduct will be measured is whether a reasonably careful physician of the same school of
medicine would have acted in the same manner. [116]
{30} In a negligence action for medical malpractice, a plaintiff must prove that the defendant owed a duty to
the plaintiff, that the defendant breached that duty, and that an injury resulted from that breach. [117] One of
the key considerations is whether there was reasonable foreseeability of injury. [118] Several jurisdictions
have held that this reasonable foreseeability doctrine dictates that a doctor must disclose the risks associated
with a treatment plan and discuss available alternatives. [119] Known as the 'duty to disclose,' "a physician
violates his duty to his patient and subjects himself to liability if he withholds any facts which are necessary
to form the basis of an intelligent consent by the patient to the proposed treatment." [120] Similarly, "a
physician may not minimize the known dangers of a procedure or operation in order to induce his patient's
consent." [121]
B. The Three Levels of Liability for Electronic Medicine
{31} Medical malpractice claims of the twenty-first century have concerns beyond those of the doctor-patient
relationship and the duty of care. As the primary forum for the practice of medicine begins to shift away from
the doctor's office and into electronic medium, new levels of liability emerge. Liability for practicing
medicine electronically can now be divided into three categories: low level liability for information
dissemination and patient education via electronic devices, moderate level liability for telemedicine, and high
level liability for cybermedicine. [122]
1. Low Level Liability: Information and Education
{32} Anyone with access to a computer can set up a website. Several people have done so - from fan clubs to
professional organizations. The legal liability incurred by those wishing to disseminate information and
educate the public is minimal, as the First Amendment generally protects such speech. [123] Similarly,
medical websites which do nothing but offer information and links to resources will probably not find
themselves named in a medical malpractice action. [124]
{33} One should not, however, dismiss all Internet speech as having blanket protection under the First
Amendment. Indeed, the Internet is being treated differently by the courts due to its newness and its use of
technology. [125] The U.S. Supreme Court has created a hierarchy of First Amendment protection as related
to the media. [126] Speech and print media have been granted the most protection by the court, while lesser
protection has been afforded to newer electronic communications. [127] The content of the speech involved
usually determines it's level of protection in such medium. [128] Thus, any First Amendment analysis should
focus not on the media, but on the characteristics of the speech. [129] Nutritionists, holistic healers, self-
proclaimed "doctors," and legitimate M.D.'s are all accessible on-line. The level of First Amendment
protection for these individuals hinges on what their claims entail.
2. Moderate Level Liability: Telemedicine
{34} The practice of consultation and communication of medical advice over electronic mediums raises
questions about liability. [130] Consultants engaging in the newer practice of telemedicine enjoy moderate
legal liability for medical malpractice claims. [131] In Lopez v. Aziz, [132] the court refused to impose
liability for a doctor who consulted with a colleague regarding a patient's care. [133] Some cases, however,
permit medical malpractice liability in instances where the consultant has not met the patient. For example, in
Bienz v. Central Suffolk Hospital, [134] the Supreme Court of New York recently held that a telephone call
was sufficient to create the doctor-patient relationship. The court stated, "A medical malpractice cause of
action may be based on allegations that a physician negligently gave advice to his patient as to what course of
treatment to pursue." [135] Even though the advice was communicated over a telephone wire rather than in
person, the court ruled that the existence of a doctor-patient relationship was an issue of fact that could be
presented to a jury. [136]
3. High Level Liability: Cybermedicine
{35} The actual practice of medicine, diagnosis, and treatment of patients on the Internet incurs the highest
level of liability. [137] Cybermedicine carries the same, if not more stringent, liability as traditional medical
practice. [138] Therefore, the elements of the doctor-patient relationship and the duty of care apply to on-line
doctors.
IV. MEDICAL MALPRACTICE AND CYBERMEDICINE
A. Traditional Theories of Medical Malpractice As Applied to Cybermedicine
{36} The doctor-patient relationship and the duty of care the doctor owes to the patient comprise the two
main elements in a medical malpractice claim. [139] These elements do not disappear when applied to
cybermedicine; however, questions arise as to the application of these elements in cases where physicians and
patients never confer in person. Is Internet interaction sufficient to establish a doctor-patient relationship? If
so, is the duty of care the same for a cyberdoctor as the duty of care for a traditional practitioner? The
answers to these questions will determine the liability doctors incur when they move their practices on-line.
1. The Doctor-Patient Relationship in Cyberspace
{37} As noted previously, the establishment of a contractual doctor-patient relationship is a legal prerequisite
to bringing a medical malpractice claim. [140] In most cases of mainstream cybermedicine, no difficultly
exists in establishing the existence of such a relationship. For example, a practitioner on cyberdocs.com
enters into a doctor-patient relationship because the patient must first enter a credit card number in order to
gain access to the physician. [141] The act of entering his credit card number signifies the patient's
acceptance of the physician's services and provides consideration in exchange for the promise of that service.
[142] Consequently, the patient creates a contractual relationship. [143] The doctor's acceptance of the patient
imposes a duty to treat that patient with reasonable skill and care. [144]
{38} A difficulty in the above scenario arises when the doctor renders medical advice without consideration.
In Bienz v. Central Suffolk Hospital, [145] the patient initiated a phone call to set up an appointment and gave
no consideration. [146] The court held that a professional relationship may arise when a doctor offers
treatment advice over the telephone. [147] On the other hand, the Lopez v. Aziz[148] court found that where
one doctor consulted another doctor for the benefit of the patient, no consensual relationship existed between
the consulting doctor and the patient. [149] In cases such as these, courts have generally examined the
amount of influence the physician's advice exerts over the patient.
{39} Note that these examples are derived from cases involving telemedicine. Any malpractice claim
concerning cybermedicine will be a case of first impression. The likelihood exists that courts will look toward
recent telemedicine caselaw to guide their decision. No binding precedent exists to guide the courts. One can
hypothesize that a doctor-patient relationship will be found when consideration is present. Also, a
relationship will be found where there is two-way communication similar to the practice of telemedicine, as
is the case with cyberdocs.com. [150] In cases where a doctor offers general advice over a website without
targeting a specific individual, First Amendment protection likely will be granted, and the probability exists
that no doctor-patient relationship will be found to exist.
2. The Duty of Care for Cyberdoctors
{40} The duty of care a doctor owes to his patient hinges on situational criteria which courts analyze case-by-
case. In Greenberg v. Perkins, [151] the court laid out a non-exhaustive list of factors to be considered where
a physician examines a patient at the request of a third party. [152] The court stated that "no one factor is
controlling in itself . . ." [153]Thus, the duty of care turns on "fairness under contemporary standards - that is,
would reasonable persons recognize and agree that a duty of care exists." [154] This case illustrates the
tendency of courts to examine the surrounding circumstances in deciding the duty of care definition.
{41} Whereas the duty of care determines the court's interpretation of surrounding circumstances, two
contradicting schools of thought are foreseeable regarding courts' treatment of the duty of care in relation to
cybermedicine. One could postulate that the duty of care would be greater for doctors practicing medicine
over the Internet than for doctors limiting their practice to traditional methods. Courts could reach this
conclusion by determining that cyberdoctors assume the risk of possible mis-diagnosis by relying on
information provided by their patients. Additionally, the decision to conduct medicine over the Internet is left
to the doctor's discretion. Thus, courts could reason that cyberdoctors need to proceed with a level of skill
and care necessary to obtain the information needed to accurately treat the patient. Failure to do so may be
viewed by courts as a breach of the doctor's professional duty of care.
{42} In the alternative, the possibility exists for courts to conclude that the duty of care cyberdoctors owe
their patients is less than the duty of care for traditional doctors. This view could be adopted by courts placing
the assumption of risk with the patients, rather than vesting that risk in cyberdoctors. When a patient seeks
medical treatment from a cyberdoctor, it is reasonable to assume that the patient possesses a working
knowledge of the Internet. Courts could determine that, given this knowledge, patients assume the risk of
mis-diagnosis or mistreatment if they choose only to consult one on-line doctor. Similarly, many courts may
be hesitant to find a cyberdoctor liable in a situation where a patient misrepresented his ailments or neglected
to seek follow-up care.
B. Solutions for Consumers and Cyberdoctors
{43} The debut of cyberdocs.com forced academics, politicians, and the medical community to grapple with
ways to make cybermedicine safe for consumers and cyberdoctors. In an ideal world, consumers would come
to medical websites armed with information, and website hosts would harbor only noble intentions.
Unfortunately, the world in which we live is not ideal, and solutions to the problems associated with
cybermedicine are still elusive. Several novel ideas exist on how to ensure consumer safety while limiting
liability to fair and practical levels.
1. Solutions for Consumers
{44} The importance of making cybermedicine safe for consumers cannot be overstated. One author found
that "[b]y mid-1999, over 100 million adults within the U.S. were using the Internet, up from 65 million the
previous year and 43 million the year before. By 2003, the number of adults online is predicted to grow to
177 million." [155] Perusing health information remains one of the principal reasons Americans use the
Internet. [156] Last year, as many as seventy million adults in the United States used online sources to meet
their health-related needs. [157] The growth of organizations whose goals are to ensure that online sources
provide only accurate and safe information parallels the expansion of these websites.
{45} Several non-profit groups formed websites to monitor and to provide information about health-related
sites. For example, The Foundation for Accountability's ["FACCT"] mission is to guarantee that health
information on the Internet is "clear [and] accurate." [158] To accomplish its mission, FACCT uses
instruments geared towards aiding Americans' understanding of health information. [159] Another
organization, Geneva's Health on the Net Foundation, utilizes a self-governing seal of approval, known as
"HONcode," to signify its approval of health-related websites. [160] Subscribing websites may display this
seal provided they follow the principles of HONcode. [161] Finally, according to one author, other "
[w]atchdog groups like Science in the Public Interest also periodically review health-related websites and
issue warnings when they discover misleading and inaccurate information." [162]
2. Solutions for Cyberdocs
{46} Initiatives to protect cyberdoctors from sky-rocketing liability have also been proposed. One solution
proposes codification of medical malpractice rules at the federal level. [163] This scheme grants federal
licensing to all Board certified practitioners, who would be seen in the eyes of the law as being visited in their
home state when practicing over the Internet for liability purposes. [164] According to one author, "
[s]tandards of care can be discerned through each board certified practice specialty." [165] Because no such
measure has been adopted by Congress, the medical community continues to search for ways to protect itself
from liability while offering expertise to patients over the Internet. [166]
3. Medical Practice Guidelines: A Solution for Anyone?
{47} The rising use of non-conventional mediums to practice medicine removes many physical barriers to
obtaining medical treatment. This removal may allow shut-ins, the elderly, and the timid access to health
care, provided they have a computer and an Internet connection. However, the increasing use of
cybermedicine poses interesting questions concerning state licensure laws. Although some states have
enacted laws specifically targeting licensure for the provision of telemedicine by out-of-state doctors, [167]
no comparable cross-over laws for cybermedicine currently exist. [168] Furthermore, many state licensure
laws restrict a physician's license to that state, rather than facilitate medical practice across state lines. [169]
Such laws require that doctors conducting services outside their domiciled state of practice obtain full
licensure from that state. [170] This issue of state licensure must be addressed in the near future in order to
effectively regulate the expanding practice of cybermedicine.
{48} The individual states retain the right to regulate the practice of medicine. [171] This right vests in the
states through traditional interpretations of the Tenth Amendment, which reserves to the states all powers not
specifically entrusted to Congress. [172] As early as 1889, the U.S. Supreme Court upheld this right when it
ruled that the state's "establishment of minimum standards for licensure did not violate an individual's
property rights, which are protected by the Fourteenth Amendment." [173]
{49} Moreover, under their constitutionally-granted police power, states maintain the authority to protect the
public health and safety of their citizens. [174] These traditional notions of state autonomy with regards to the
licensing of health professionals have been turned upside down by the practices of telemedicine and
cybermedicine. One proposed option aims to ensure that quality standards of care are maintained for
consumers, while at the same time limiting liability for medical practitioners. This proposal advocates the
adoption of national medical practice guidelines for cybermedicine. Should such a proposal be implemented,
it would require communication between state medical boards and a relinquishing of some state autonomy to
federal agencies and law enforcement bodies. [175] Whether such collaboration is desirable, or even possible,
is open for debate. [176]
a. What Are Medical Practice Guidelines?
{50} Medical practice guidelines debuted almost fifty years ago in an attempt to bring standardization to
American health care. [177] Medical practice guidelines are defined by the federal Agency for Health Care
Policy & Research [AHCPR] as "systematically developed statements to assist practitioner and patient
decisions about appropriate health care for specific clinical conditions." [178] In essence, these guidelines are
recommendations which set out standard treatment alternatives in various medical situations. [179] Following
their foray into the health care establishment, several hospitals and regional and national medical associations
created and implemented their own practice guidelines. [180] The AMA now maintains a directory
chronicling these initiatives. [181] Whether such guidelines can be morphed from an attempt to standardize
the type of care for a particular illness into an attempt to standardize the quality of care dictated when treating
patients electronically has yet to be seen. [182]
b. Medical Practice Guidelines & Malpractice
{51} Although medical practice guidelines began as an attempt to standardize treatment approaches, other
goals have since emerged. [183] For example, some guidelines now purport to establish an educational
resource for physicians by providing alternative care options, to assist in cost containment, and to limit
physician liability. [184] Of particular interest to the medical community is the fact that medical practice
guidelines, when used properly, can decrease the frequency of medical malpractice claims by providing
doctors with legitimate defenses to medical negligence actions. [185] This benefit is obtained if the
guidelines: [1] are carefully evaluated by physicians and other qualified personnel; [2] are continuously
updated and generally available through a communication system; [3] create an affirmative defense for
physicians; and [4] are admissible as evidence with probative value by potential plaintiffs. [186]
{52} Several states have allowed adopted medical practice guidelines to be admitted as evidence in medical
malpractice litigation. [187] In such situations, these guidelines may be introduced by a party as evidence of
the specific legal standard of medical care required by the facts of the particular case. [188] Since medical
practice guidelines are written, published works, their admissibility is governed by the rules of evidence.
[189]The general rule governing admissibility is that the proponent of the evidence must establish that the
evidence is relevant, reliable, and authentic. [190]
{53} It is noteworthy that the admission of a practice guideline into evidence does not obligate the court to
accept and apply the guideline in the determination of the standard of care. [191] Once "a practice guideline
is admitted into evidence and put before the jury, the question becomes how much evidentiary weight it will
be accorded." [192] Testimony in the form of medical expert opinion regarding the acceptance and use of a
medical practice guideline in the requisite medical field is a necessity. Under current state and federal law,
"practice guidelines have the same effect as any other learned treatise: a tool for expert witnesses." [193]
Even assuming such guidelines are adopted by the medical profession to standardize cybermedicine, this
requirement will be difficult to meet in a malpractice action against a cyberdoctor, since there are currently no
decided or pending cases arising out of the practice of medicine over the Internet.
c. The Pros and Cons of Medical Practice Guidelines
{54} There are differences of opinion over whether or not medical practice guidelines should be adopted for
cybermedicine. The most notable advantage is the fact that they dictate pre-determined standards of care,
which can be introduced as evidence in medical malpractice litigation. [194] Current standards for traditional
medical practice are vague and unpredictable. [195] Standards for medical practice over the Internet are
nonexistent. As the law currently stands, it is left to juries to determine [after hearing expert medical
testimony] the professional standard of care doctors are required to exhibit. [196] The adoption of practice
guidelines may provide explicit standards to which every practitioner and expert must conform.
{55} There are, however, several drawbacks to the adoption of medical practice guidelines. Conflicts over
practice guidelines have arisen in traditional medical practice when there are multiple guidelines adopted for
one condition or procedure. [197] In this situation, the courts must determine which is the proper guideline to
apply. [198] This determination becomes more difficult when the guidelines themselves are vague or too
general to resolve specific cases. [199] In addition, there are technical problems which inhibit the formulation
of practice guidelines to pre-determine prescriptive standards of care. [200] Often there exists a lack of
consensus among doctors and other medical personnel regarding the appropriate vocabulary to use when
drafting practice guidelines. [201] Furthermore, problems arise when there is a lack of sufficient scientific
research or clinical expertise on which to base a practice guideline. [202] This problem is of particular
concern when discussing practice guidelines for the relatively new practice of cybermedicine.
V. CONCLUSION
{56} Since its inception, the Internet has revolutionized the way people communicate and access information.
The Internet has served as a stomping ground for technological pioneers and as a battleground for those
combating its misuse. The introduction of cybermedicine has prompted increased discussion of issues such as
information availability, consumer responsibility, and legal liability. While no malpractice case involving
cybermedicine has come before a court, the likelihood of such a case presenting itself in the near future is
high. Courts will have traditional theories of medical malpractice and caselaw concerning telemedicine to
serve as guides through this unchartered territory, but how courts will choose to apply these tools has been
the topic of heated debate among legal scholars. For now, web surfers and cyberdoctors are left guessing as to
what the future holds for online medicine. The possible solutions to this quandary are as infinite as
cyberspace itself.
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